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Cnucok TepMUHOB U onpeaerieHnn

Opranmzanus — JII' MAJIOY «ICOB Ne 5 «/[roliMOBOYKa»
II/T1H — nepcoHaJIbHBIE JTAHHBIE.

HUCIH — napopManmoHHas CHCTeMa MePCOHABHBIX TaHHBIX.
APM — aBTOMaTHU3MpOBaHHOE paboyee MeCTO.

C3IIIH — cucrema 3aiuThl IEPCOHAIBHBIX JaHHBIX.



1. O6wume nonoxeHus

Hacrosimuii 1OKyMEHT ycTaHaBIuMBaeT TpeOoBaHMA K oOecneueHHio 0e30macHOCTH
INEPCOHANbHBIX JIAHHBIX MpPU HUX 00paboTke B HH(POPMALMOHHBIX CHUCTEMax, a TaKxKe
UHPOPMALIMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPEJCTB, IO3BOJSIOMIMX OCYIIECTBISATh
00pabOTKy TaKUX NEPCOHABHBIX JaHHBIX C UCIOJIb30BAHUEM CPEJICTB ABTOMATHU3ALINY.

[TonuTtuka paszpaborana B coorBercTBHH ¢ Konctutyuumeit Poccuiickoit denepanmu,
®denepanbHbIM 3ak0HOM OT 27 mrois 2006 1. Ne 149-®3 «O6 undopmanuu, nHGOPMaITMOHHBIX
TEXHOJIOTUSX U O 3amuTe nHpopmanuny, OenepanbHbM 3akoHOM 0T 27 uroinst 2006 r. Ne 152-
®3 «O mepcoHanbHBIX JaHHBIX», [locranoBnenuem IlpaButensctBa PD ot 01.11.2012 1. Neo
1119 «O6 yrBepkaeHHH TpeOOBaHHWI K 3aIIMTE MEPCOHAIBHBIX JAAHHBIX MPH UX 00pabOTKe B
MH(POPMALIMOHHBIX CHUCTEMaxX IEepCOHANbHBIX JaHHbIX», [Ipukazom @OCTOK Poccun ot
18.02.2013 Ne 21 «O0 yTBEp» ACHUU COCTaBa M COJACPKAHUS OPTraHU3AIMOHHBIX U TEXHUYECKHX
Mep 10 o0ecrneyeHuto Oe30MacHOCTH TNEepPCOHANBHBIX JaHHBIX HpU HX 00paboTke B
MHPOPMALIMOHHBIX CHCTEMaxX NEePCOHANBHBIX MJAHHBIX» W OINpENeNsieT MOPSAOK 3alluThI
HEepCOHANbHBIX JaHHBIX, 00padaTbiBaeMbIX B OpraHu3anuu.

1.1. Heab NOJUTHKH.

Omnpenenutb TpeOoBaHUsS 0€30MACHOCTH K MEPCOHAIBHBIM JIaHHBIM, 00pabaThiBaeMbIM B
WH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX MaHHBIX OpraHu3anuu, ¢ HENbI0 MPEIOTBPAIICHUS
JT1000r0 HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kputnunaeivm  ¢akropom OezonacHoctu I[I/lH sBisiercss opranm3anusi 3()(EeKTHBHOTO
koHTposst goctyna k [1/lH, oOpabGaTeiBaeMbIX B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
TaHHBIX. OTCYTCTBUE aJIEKBATHOTO KOHTPOJIS JIOCTYIA MOXET BECTH K HECAHKIIMOHUPOBAHHOMY
noctyny kK UCIIIx Opranuszanumu.

1.2. O6aacTh NpUMeHeHus.

TpeboBanust Hacrosuied I[lonmuTkM pacnpocTpaHsOTCA Ha BCEX COTPYIHHUKOB
Opranu3anuu (IITaTHBIX, BPEMEHHBIX, pa0OTAIOIMX [0 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUYUX
a1 (MOAPSAIYMKH, ayTUTOPHI U T.11.).



2. CocTaB U cogepxaHue mep no obecnevyeHutro 6esonacHocTu MNMOH m
nnad pa6ot no 3awuTte NAOH, o6padbaTbiBaembix B UCIMNOH
OpraHusauum

2.1. CocraB u cojep:kaHue Mep 1o odecnedennio 6esonacuoctu I1x

B cocraB mep no obecriedeHnto 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX, PEalu3yeMbIX B
paMKax CHCTEMBI 3allUThl MEPCOHATIBHBIX JAHHBIX C YYETOM aKTYalbHBIX yrpo3 0e30MacHOCTU
NEPCOHATIBHBIX TAHHBIX U MPUMCHACMbBIX I/IH(i)OpMaI_II/IOHHLIX TCXHOHOFHﬁ, BXOIOAT:

e Mepsbl o uAeHTU(PUKAIMYI U ayTeHTU(DUKAIIMKN CYyOBEKTOB JOCTYyNa U 00BEKTOB JIOCTyIa
JOJDKHBI  00ECTIeYMBATh TMPUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHHKAJIBHOTO
npu3Haka (MIEHTHU(PHUKATOpa), CPaBHEHUE TMPEABIBIAEMOTI0 CYOBEKTOM (0OBEKTOM)
JOCTyNa HWIACHTU(UKATOPA C TEPEeYHEM IPHCBOCHHBIX HACHTH(PHKATOPOB, a TaKXKe
MPOBEPKY MPHUHAJICKHOCTH CYOBEKTYy (0OBEKTY) JOCTyma NPeabsIBICHHOTO WM
uaeHTuuUKaTopa (oATBEPKIEHUE TTOJUIMHHOCTH).

e Mepbl 1O YIpaBICHUIO JOCTYNOM CYOBEKTOB JIOCTyHa K OOBEKTaM JOCTyMa JOJKHBI
oOecrieunBaTh  yIpaBieHHE TMpaBaMU ¢ OPHUBWIECTHUSMU CYOBEKTOB  JIOCTYIIA,
pasrpaHHueHHe JOCTyma CyOBEKTOB JOCTyma K OOBEKTaM JI0CTylla Ha OCHOBE
COBOKYITHOCTH YCTAHOBJICHHBIX B MH(OPMAIMOHHON CHCTEME MpaBWJI pa3rpaHUYCHUS
JI0CTyIa, a TaKXKe 00ecreynBaTh KOHTPOJIb 32 COOIIOEHUEM ITUX ITPABUIL

e Mepbl 10 OrpaHUYEHHUIO IPOTPAMMHOM Cpeibl TOJKHBI 00ecednBaTh YCTAHOBKY U (MIIN)
3allyCK TOJIBKO Pa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(OPMAIIMOHHON CHCTeMe
IPOrPaMMHOT0 00€eCIieYeH s WM UCKIII0YaTh BO3MOKHOCTh YCTAHOBKH U (MJIM) 3aIlycKa
3alpeleHHOr0 K HCIOJIb30BaHUIO B HMH(OPMAIMOHHOW CHCTEME MPOrpaMMHOIO
oOecrieyeHus.

e Mepbl 0 3alIMTE MAIIMHHBIX HOCHUTENIEH MEPCOHAJIBHBIX JAaHHBIX (CpencTB 00pabOTKH
(XpaHeHMsI) MEPCOHAIBHBIX JaHHBIX, ChEMHBIX MALIMHHBIX HOCHTENEH MEepPCOHAIBHBIX
JAHHBIX) JOJDKHBI HCKIIIOYaTh BO3MOXHOCTh HECAHKI[MOHHPOBAHHOTO JOCTyNHa K
MalIMHHBIM HOCHUTEJSIM M XpaHSIIMMCS Ha HUX NEPCOHAIBHBIM JaHHBIM, a TaKke
HECaHKIIMOHMPOBAHHOE MCIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENEH EePCOHAIbHBIX
JAHHBIX.

e Mepsbl o peructpanuu coObITUI 0€30MacCHOCTH JOJKHBI OOecrneunBaTh cOOp, 3aluch,
XpaHeHHEe W 3aluTy WH(OpManuu O COOBITHSIX 0€30macHOCTH B HH(OpPMAIMOHHOM
cHcTeMe, a TaKKe BO3MOXKHOCTh IPOCMOTpA M aHajIu3a WH(POPMAIMU O TAaKUX COOBITUSX
U pearupoBaHuE Ha HUX.

e Mepbsl 1O AaHTUBUPYCHOW 3alIMTe JOJDKHBI —oOecreyuBaTh OOHApy>KeHHE B
UH(POPMALIMOHHOM CHCTEME KOMIBIOTEPHBIX MPOrpaMM JHOO0 WHOW KOMIBIOTEPHOU
uHpoOpMalMy, TpeAHa3HAYEHHOM  JUIsi  HECaHKUIMOHMPOBAHHOIO  YHHUYTOXEHHUS,
ONOKMpOBaHUSA, MOAU(DUKALNK, KOMMPOBAHUS KOMIIBIOTEPHOW HMH(POpPMAIUN WK
HEeUTpaIn3auu CpeCTB 3alIUThl HHOPMAIUK, a TAK)KE pearnpoBaHyue Ha oOHapyKeHHe
3THUX MPOrpaMM U HHPOPMALIUH.

e Mepsl mo oOHapykeHUIO (MPEAOTBPAIICHUIO) BTOPKEHUN JOJKHBI OOECTICUMBATh
oOHapyxeHHe JeWcTBUM B  HMH(QOpPMAIIMOHHOW  CHCTEMe, HallpaBJICHHbIX  Ha
HECAaHKIIMOHUPOBAHHBIA JOCTYN K HMH(QOpPMALMH, CIElUaJbHble BO3JEHCTBHS Ha
MH(OPMALIMOHHYIO CHUCTEMY M (WMJM) MEepCOHANbHBbIE JaHHbIE B IENAX JOOBIBaHMS,
YHUYTO)KCHUS, UICKAKEHUS M OJIOKMPOBAHUS TOCTYIIA K IEPCOHATIBLHBIM JIaHHBIM, a TaKXkKe
pearupoBaHue Ha 3TU ACHCTBHUSL.



e Mepbl 1O KOHTPONIO (QHAIU3Y) 3aALIUILEHHOCTH MEPCOHAIBHBIX JAHHBIX JOJIKHBI
o0ecrieynBaTh  KOHTPOJIb  YPOBHSA  3alMIIEHHOCTH  IEPCOHAJbHBIX  JIAHHBIX,
oOpabaTbIiBaeMbIX B MH()OPMAIIMOHHON CHUCTEME, IyTeM IpPOBEIEHUS CUCTEMAaTHYECKUX
MEpONPUATHI 110 aHATU3Y 3ALIUILEHHOCTH UH()OPMAIIMIOHHON CUCTEMBI U TECTUPOBAHUIO
paboTOCTIOCOOHOCTH CUCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX.

e Mepbl 10 00ecneueHHIO IEIOCTHOCTH MH()OPMALMOHHOW CHUCTEMbI M IE€PCOHAIBHBIX
JAHHBIX JOJDKHBI obOecniedynBaTh OOHapykeHHE (PAKTOB HECAHKIMOHHUPOBAHHOTO
HApyIICHUS IeJIOCTHOCTH HH(MOPMAIIMOHHOM CHUCTEMbl W COJIEPXKAIIMXCS B HEH
NEPCOHANBHBIX JAHHBIX, a TaKXXe BO3MOYKHOCTb BOCCTAHOBJIEHUS HH()OPMAIMOHHON
CUCTEMBI U COAEPKAIINXCS B HEW IIEPCOHAIbHBIX JaHHBIX.

e Mepbl 0 00ECNEYEHNIO JOCTYIHOCTH MEPCOHAIBHBIX JaHHBIX JOJDKHBI 00eCreuuBaTh
aBTOPU30BAHHBIA  JIOCTYIl [OJIb30BaTesiel, UMEIIMX IpaBa MO JOCTyIdy, K
NEPCOHANBHBIM JAaHHBIM, COJEPXKAIIUMCS B HMH(GOPMAIIMOHHONH CHUCTEME, B IITATHOM
pexxume QyHKIIMOHUPOBaHUS HH(POPMALIMOHHOMN CUCTEMBI.

e Mepsbl 110 3aIUTE CpeAbl BUPTYAIU3ALUN JOJDKHBI UCKIIIOYaTh HECAaHKUMOHUPOBAHHBIN
JOCTYI K NEPCOHAIBHBIM JaHHBIM, 00padaThIBAEMBIM B BHPTYAIbHON HH(PACTPYKTYpeE,
U K KOMIIOHEHTaM BUPTYaJlbHOH MH(pacTpyKTyphl U (MJIM) BO3JEHCTBUE HA HUX, B TOM
Yyhclle K CpEACTBaM YIpaBJICHUS BUPTYaJbHOH HMHPPACTPYKTYpOH, MOHHUTOPY
BUPTYaJIbHBIX MallUH (THUIEPBU30pY), CUCTEME XPAaHEHMs JAaHHBIX (BKJIIOYAs CHCTEMY
XpaHeHus 00pa30B BUPTYaJbHOH HH(PACTPYKTYpHI), CETH IEpenadd JaHHBIX Yepes3
3JIEMEHTHI BUPTYalIbHON MM QU3HUecKoid MHPPACTPYKTYpPbI, TOCTEBBIM ONEPALMOHHBIM
CUCTEMAaM, BHUPTyaJbHbBIM MallMHAM (KOHTEHHEpaM), CHUCTEME M CETH pEIIMKaluu,
TEPMUHAJIBHBIM ¥ BUPTyaJlbHbIM YCTPOMCTBaM, a TaKKe€ CHCTEME pPE3EpBHOIO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.

e Mepbl O 3alIMTE TEXHUYECKUX CPEJCTB JOJDKHBI UCKIIOYaTh HECAHKIMOHUPOBAHHBIHI
JIOCTYI K CTAllMOHAPHBIM TEXHMYECKHM CpelicTBaM, 00OpalaThIBAIOIIMM NEpCOHAIbHbIE
JaHHbIE, CpelcTBaM, oOecrneyuBaromMM  (QYHKIUOHUPOBAHHE HMHPOPMAILIMOHHOMN
cucTeMbl (nanee - cpeacTBa oOecrieueHHs (DYHKIIMOHUPOBAHMS), U B IMOMELICHHS, B
KOTOPBIX OHHU IOCTOSIHHO PAacIOJIOXKEHBbI, 3alllUTy TEXHUYECKUX CPEJICTB OT BHEIIHUX
BO3JCICTBUI, a TaKXKe 3alUTy IEPCOHAIBHBIX MJAHHBIX, IPEICTABICHHBIX B BUJC
MH(OPMATUBHBIX AMEKTPUUECKUX CUTHAJIOB U (PU3MUECKUX TOJIEH.

e Mepsl 1o 3ammre MHOOPMAIIMOHHON CHUCTEMBI, €€ CPEACTB, CUCTEM CBS3U M Iepeaadu
JAHHBIX JIOJDKHBI 00ecreyrBaTh 3allUTy MEePCOHANbHBIX JAHHBIX MPU B3aUMOICHCTBUU
MH(QOPMALIMOHHOM  CHUCTEMBl  WMJIM €€  OTAEIbHBIX  CEerMEHTOB C  HHBIMHU
UH(POPMALIMOHHBIMU CUCTEMaMH U MH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSIMH
MOCPEACTBOM NPUMEHEHUS apXUTEKTypbl HH(POPMAIMOHHON CHCTEMbl M TPOEKTHBIX
pelleHM, HalpaBJIeHHBIX Ha oOecreyeHne 0€30MacHOCTH ePCOHANBHBIX TaHHBIX.

e Mepbl 10 BBISIBICHUIO MHIUACHTOB U pPEarMpoBaHHUIO0 HAa HHUX JOJDKHBI 0OecreynBaTh
oOHapyxeHHe, WACHTU(PUKAIUIO, aHallu3 WHIUACHTOB B MH(GOPMAIMOHHON cucTeMe, a
TaK)Ke€ IPUHATHE MEP 10 YCTPAHEHUIO U IPEIYIPEKIECHUIO HHIIUIECHTOB.

e Mepsl Mo ympaBieHUIO KOHGUTypalued nHPOPMAITMOHHON CHUCTEMBI U CHCTEMBI 3aIlIUThHI
NEpCOHANBHBIX  JAHHBIX  JIOJUKHBI ~ oOecleuyuBaTh  YNPABICHHWE  W3MEHEHHSIMHU
KOH(Urypauuu HHGOPMAIIMOHHONW CUCTEMBI U CUCTEMBI 3alUThl IEPCOHAIbHBIX JaHHbIX,
aHaJM3 TOTEHIMAJIBHOIO BO3JEHCTBHS IJIAHUPYEMBIX M3MEHEHUHl Ha olecreueHue
0€30M1aCHOCTH MEPCOHATBHBIX JAHHBIX, & TAKXKE JOKYMEHTHPOBAHUE 3TUX U3MEHEHHH.

Jlnst peanM3anuy yKa3aHHBIX MEp MO OOECMeYeHUI0 0e30MacHOCTH MOTYT MPUMEHSITHCS
MEKCETEBBIE IKpPaHBI, CHCTEMbI OOHAPYXEHHUS BTOPKEHUH, CPEeICTBA aHANW3a 3alIMIIEHHOCTH,
CHelraln3upOBaHHbIE KOMIUIEKCHI 3alIUThl M aHAJIN3a 3al[UIIEHHOCTH HH(OpMaLIUH.



st 3ammtsl [1/]H, npencraBneHHOl B Buie MH(GOPMATUBHBIX 3JIEKTPUUYECKUX CUTHAIOB
U (QU3NYECKUX TOJeH MOryT MPHUMEHAThCS CIEAYIOIIME METOAbl U CHOCOOBI 3alUThI
uHpOpMaLUu:
® JCIOJIb30BAaHUE TEXHUYECKUX CPEICTB B 3aIIMIIEHHOM HCIIOIHECHNN;
® HCIOJB30BaHME CPEACTB 3aLIUTHI MH(GOPMAIMH, MPOLISANINX B YCTAaHOBICHHOM
MIOPSIAKE IPOLEYPY OLIEHKU COOTBETCTBUS;
e pa3MelleHHe OOBEKTOB 3allUThl B COOTBETCTBUM C IpEANUCAaHMEM Ha
JKCILIyaTaluIo;
e pa3MeleHne NOHWKAIOIUX TPaHC(HOPMATOPHBIX MOJACTAHINHA AIIEKTPOIUTAHUS U
KOHTYPOB  3a3€MJICHHs TEXHHYECKMX CPEACTB B Ipelaeiax OXpaHsaeMou

TEPPUTOPHUU;
e o0ecrieueHue pa3Bs3KM LENEH DBJIEKTPOIIUTAHUS TEXHUYECKHX CpEACTB C
IIOMOUIBIO 3aLUTHBIX ¢GuIBTPOB, OIOKMPYIOLIHX (moaaBIIAIOIINX )

MH(OPMATHUBHBII CUTHA;

e oOecreueHue >JIEKTPOMArHUTHOW DPAa3BSI3KU MEXAY JUHUSAMH CBS3U U JIPYTUMU
LEMSIMH BCIOMOTATEIbHBIX TEXHUYECKUX CPEJICTB U CHUCTEM, BBIXOIAIIMMHU 3a
npeiebl OXpaHIeMOil TeppUTOpUH, U HHPOPMAITMOHHBIMH LIETISIMU, 110 KOTOPBIM
MUPKYJIHAPYET 3amuinaemMasi iHHOpMaIus.

Bosmoxnble MeToabl U criocoOb! 3amuThl [1J{H, mpeacTaBieHHBIX B BUIE aKyCTUUYECKOM
(peueBoif) mH(pOPMAIUH, 3aKITIOYAIOTCS B PEATH3alUN OPTraHU3AIMOHHBIX U TEXHHYECKUX Mep
IUist  oOecrieuyeHus] 3BYKOM3OJSIIMM OTPa)JAlOMIMX KOHCTPYKIMM TMOMEIICHWH, B KOTOPBIX
pacnojyiokeHa WH()OpPMAIMOHHAS CHUCTEMa, MX CHCTEM BEHTHUJISIIUU W KOHIUIIMOHUPOBAHUS, HE
MO3BOJIAIONIEH BECTH MPOCIYIIMBAHME aKyCTHUYECKOH (peueBoil) mHGOpMaIluu MpU TOJI0COBOM
BBOJIC TMEPCOHAIBHBIX JAHHBIX B HWH(DOPMAIMOHHOW CHCTEME WJIM BOCIHPOU3BEICHUU
nH(pOpMaIIUU aKyCTUYECKUMHU CPEJICTBAMHU.

2.2. IIpuHUUIIBI ¥ cI0CO0BI ONpe/ieJIeHNsl AKTYAJIBHBIX YIpo3 0esonacHoctu I1/{n

Jnst BeiOopa ©  peanusanu  Mep 1o obecrnedyenuto Oe3zomacHoctH  [I[lH B
uHpopMaMOHHOM cucteme OpraHM3anuu Ha3HayaeTcs OTBETCTBEHHBIM IO  3aluTe
nH(popMaluu B ”HPOPMAILIMOHHBIX CUCTEMAX NEPCOHAIbHBIX JaHHbIX.

Beibop u peanmzanus mep mno oOecneuenuto OezomacHoctu IIJJln B UCIIAH
OCYIIECTBIISIIOTCS HA OCHOBe, ompenenseMblx B Opranuzanuu, yrpo3 0e30macHOCTH
NEpCOHANBHBIX JaHHBIX (MOJENb yrpo3) M B 3aBUCUMOCTH YpOBHs 3amuiieHHoctd [1/IH,
omnpezeneHHoro B coorBeTcTBuM ¢ Iloctanosnenuem IlpaButenscta ot 1.11.2012 r. Ne 1119
«O06 yTBepkIeHHH TpeOOBaHMN K 3allUTe MEPCOHAIBHBIX HAaHHBIX NpU HX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATbHBIX TAHHBIX».

Mogens yrpo3 pazpabaTbIBaeTCs Ha OCHOBE CIEAYIOIIMX METOJANYECKUX IOKYMEHTOB!

e bazoBas monenp yrpo3 6€30macHOCTH MEPCOHATBHBIM JIaHHBIM TIPU 00pabOTKe B
MH(OPMALIMOHHBIX CHCTEMax IEepCOHANBHBIX JaHHBIX, YTBEPXKACHHOH 15
despans 2008 r. 3amectutenem nupekropa @CTOK Poccun;

e Meroauka OIpenesaeHus] aKTyalbHbIX yrpo3 0€30MacHOCTH MepCOHATBHBIX
JaHHBIX TpU 00paboTKe B MH(POPMAITMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JAHHBIX,
yrBepxkaeHHon 14 ¢espans 2008 r. 3amecturenem nupextopa ®CTIK Poccun.

Monens yrpo3 nepcoHajabHbIM JaHHBIM COCTABIISIETCSI OTBETCTBEHHBIM 10 3amute [1/1H n
yTBepxkAaeTcsa pykopoaureneM Opranu3anuy.

[Tepuoanunocts nepecmorpa Moaenu yrpo3 s kaxaon MCIIIH onpenenena B MyHKTE
2.4. naHHOTO TOKYMEHTA.

2.3. Onpenenenue ypoBHs 3amumesnoctu I /{n
I[Ipu  oOpaboTke  TEPCOHANBHBIX  JaHHBIX B  HWH(POPMAIIMOHHBIX  CHUCTEMax
YCTaHABIUBAIOTCA YypoBHU 3amumeHHocty [IJ[H B coorBerctBum ¢ IlocranoBieHnem
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[IpaButensctBa ot 1.11.2012 1. Ne 1119 «OO6 yrBepkAeHUHM TpeOOBAaHUN K 3alluTe
NEepCOHATBHBIX MaHHBIX NPU UX 00paboTke B MH()OPMAIMOHHBIX CHCTEMax I€PCOHATBHBIX

JAHHBIX ).

IIpu ompenenenun ypoBHs 3ammmieHHoctd [I/H, mpu mx o6pabotrke B HCIIAH
YUYUTBIBAIOTCS CIEAYIOIINE UCXO/IHbIC JaHHBIE:

Kareropusi oOpabaTbiBaeéMbIX B HMH(POPMAIIMOHHON CHUCTEME IEPCOHATbHBIX
JTAHHBIX;

00beM o00pabaThIBaeMbIX TEPCOHAIBHBIX JIAaHHBIX (KOJIHYECTBO CYOBEKTOB
MEPCOHANBHBIX JIaHHBIX, MEPCOHAIbHBIC JAaHHbIE KOTOPBIX OOpabdaThIBAIOTCS B
MH(POPMALIMOHHOH cUCTEME);

3aJJaHHbIE OMEpPATOPOM XapaKTEPUCTHKU OE30MaCHOCTU MEPCOHAIbHBIX TaHHBIX,
oOpabaThiBacMbIX B HH(POPMAIIMOHHOMN CHCTEME;

Tun yrpo3 6e3onacHocty [1/1H, akTyanbHBIX 7151 HHPOPMAITMOHHOW CHCTEMBI;
npoBepseTcs ycaoBue npuHauexuoctu I1/In corpyanukam oneparopa 1 nim
MHBIM CYyOBEKTaM, He SIBJISIONUMCS COTPYJHHUKAMH OTIepaTopa.

[To pe3ynbraTam aHanu3a UCXOAHBIX JAHHBIX MH()OPMAILMOHHBIX CUCTEM MEPCOHAIBHBIX
JIAaHHBIX TPUCBAMBACTCS COOTBETCTBYIOLIMM YpOBeHb 3amuuieHHoctd [I/[H, m cocraBusiercs
«AKT ompeneneHus ypoBHs 3amuiieHHoctd [I[ln, mpu wux o6paborke B HCITTH»,
yTBEpK/1aeMbli pykoBoauTesneM Opranu3aiui.

YpoBeHb 3aIUIIIEHHOCTH NEPCOHATIBHBIX IAHHBIX MOXKET ObITh MIEPECMOTPEH

[0 PEUICHHIO OTBETCTBEHHOTo mo 3amute [/l B Opranm3anuy Ha OCHOBE
MIPOBEICHHBIX UM aHAJIN3a M OL[CHKH YTPp0o3 0€30MacHOCTH IMEPCOHABHBIX TAHHBIX
C yueToM OCOOEHHOCTeW M (WJIM) M3MEHEHUH KOHKPETHOW HH(OPMAIIMOHHOM
CUCTEMBI;

[0 pe3ylibTaTaM MEPOIPHITUN O KOHTPOJIO 3a BBIMOJIHEHUEM TpPEOOBaHHMA K
oOecrieueHr0 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TMpPU UX 00paboTKe B
MH(OPMALIMOHHON CUCTEME.

2.4. Tlnan meponpusiTuii mo odecneyenuro 6ezonacuoctu IIn
Jns obecniedueHus: 0e30MacHOCTH MPOIECCOB 00paOOTKM MNEpCOHANbHBIX JIAHHBIX B
OpFaHI/I?;aIII/II/I, JOJIDKHBI OBLITH BBLITTOJHEHDI pa6OTI>I, B COOTBCTCTBHUHU C IIJIAHOM, YKA3aHHOM HHIKC!:

Meponpusitue ‘ IlepuoguYHOCTH

Oprasn3anmoHHbIe MEPONPUATHSA

O6cnenoBanre HHPOPMALIMOHHBIX CUCTEM
NIEPCOHATBHBIX JAHHBIX

PazoBoe

Onpenenenne nepeuyns UCI1/In PazoBoe

Onpenenenne odpabarsiBaeMbix [1/H 1

PazoBoe
00BEKTOB 3aIUTHI
OrnpeneneHue Kpyra Jidll, y4acTBYIOIIHMX B
PazoBoe
obpabotke I1/1x
OnpeneleHue OTBETCTBEHHOCTH JIU
pel 1 PazoBoe

YY9aCTBYIOIIUX B 00paboOTKe

Onpenenenne npaB pa3rpaHUYCHUS JOCTYIA
nonb3oBareneit UCITJIH, HeoOXOaUMBIX IS PazoBoe
BBITTOJTHCHHS JOJDKHOCTHBIX 00sI3aHHOCTEH

HasznaueHne OTBETCTBEHHBIX 32 0€30IaCHOCTD H

opranusarmio UCI1/Ta PazoBoe

Ornpenenenne ypoBHs 3auuiieHHocty [/ mist

PazoBoe
Bcex BoiiBleHHBIX UCITIH
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Meponpusitue

IlepnonuyHocTh

YcTaHOBIIEHUE KOHTPOJIUPYEMON 30HBI BOKPYT
NCIIx

Pa3oBoe

Br16op nomerieHuit st ycTaHOBKH anmapaTHBIX
cpeactB UCII/IH B moMeIIEHUSX, C LEIbIO
uckmoueHuss HCJI nun, He AONMYyIIEHHBIX K

obpabotke I1/1x

PazoBoe

Opranuzanus pexuMa U KOHTPOJIS JOCTYIa
(oxpaHbI) B TOMEIICHUS, B KOTOPBIX
ycTaHoBJieHbl anmnapaTtHbie cpeacTsa UCIIH.

PazoBoe

Opranuszanus nopsiika pe3epBHOr0 KONUPOBaHUS
Y BOCCTAHOBJICHUS 3aIlMIIaeMol HHPOPMALIUU HA
TBEP/bl€ HOCUTEIN

PazoBoe

BBenenue B nelicTBUE MHCTPYKIIUU 110 3aILUTE
NCITIn

PazoBoe

Opranu3zanus nHGOPMUPOBAHUS U O0yUEHUS
COTPYAHHUKOB O TIOPAJIKE 0OPaOOTKH U 3aIUTHI
I11u

PazoBoe

Pa3paboTka 1OMIKHOCTHBIX HHCTPYKITUH O
nopsiike oopadotku I1/1H u obecneueHUn
BBEJICHHOT'O PEKMMA 3aIUTHI

PazoBoe

Pa3paboTka HHCTpYKLIU O IEHCTBUU B ClTyyae
BO3HUKHOBEHMSI BHEIITATHBIX CUTYaIIUH

PazoBoe

PazpaboTka mosnoxxenus 06 00paboTKe U 3aIIuTe
I111, obpabareiBaembix B UCIIIH

PazoBoe

YTBep)KI[eHI/Ie MOJUTHUKH OC30IMaCHOCTH
NCPCOHAJIBHBIX JAHHBIX

PazoBoe

Opranuzanus KypHaia yueTa oOparieHuii
cyowsekToB [1][H

PazoBoe

Opranu3zanus nepeyHs no y4ery TEXHUUECKUX
CPENICTB M CPEJICTB 3AIUTHI, a TAKKE
JIOKYMEHTAIUU K HUM

Pa3oBoe

Opranuzanus ocToB OXpaHbl Il MPOIYCKa B
KOHTPOJIHMPYEMYIO 30HY

Pa3oBoe

NHxKeHepHO-TeXHHYECKHE MEPONIPUATHSA

BHenpenne TeXHUYECKON CUCTEMBI KOHTPOJIS

PazoBoe
JIOCTyNIa B KOHTPOJIHUPYEMYIO 30HY U TOMELIECHUS
BHeapenue TeXHUUECKON CUCTEMBI KOHTPOJIS
PazoBoe
nocryna k anementam UCITIn
YcTaHoBKa JKallro3u Ha OKHAX Pa3oBoe
Buenpenue pe3epBHBIX (IyOTHPYIOIINX )
TEXHUYECKHUX CPEJCTB KIIOUEBBIX AJIEMEHTOB Pa3oBoe

VCTI/Tn

Meponpusitusi no BHeapenuno C31U or HCJA

Buenpenue cucremsl 3amutel oT HC/] Ha

PaszoBoe
paboyuX CTaHLUAX U cepBepax
BrenpeHne cucteMbl aHTUBHPYCHOW 3aIUTHI PazoBoe
BrenpeHue cpeacTB MEKCETEBOTO
AP peA PaszoBoe
9KpaHUPOBAHUS
BrenpeHue cpeacTs aHann3a 3alllUIEHHOCTH PaszoBoe
Brenpenue cpenctB 0OHApYKEHHsI BTOPKEHUN PazoBoe
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Meponpusitue

IlepnonuyHocTh

Coznanue )xypHana BHYTPEHHUX IPOBEPOK U
NOJIICP>)KaHUE €r0 B AKTYaJIbHOM COCTOSIHUU

Exemecsauno

KonTponbs Haj cobmoieHneM pexxuma 00paboTKu
[11a

ExeneneapHo

KonTpous Haj cOOII0OICHUEM PEXKUMa 3aIUThI

ExxenneBHo

KoHnTpoib Haj BeIOTHEHHEM aHTUBUPYCHOU
3aIUTHI

ExeneneapHo

KoHTpomns Haj coOMI0ACHUEM PEKUMA 3aIUTHI
IIPH MTOJKJTFOYEHUH K CETSIM OOIIIETO MOJIb30BAHUS
1 (WIM) MEeKTyHApOIHOTO OOMEHa

ExenenennHo

[IpoBenenne BHYTPEHHUX MPOBEPOK HA MIPEAMET
BBISIBJICHHSI U3MEHEHHI B PeKUME 00pabOTKH U
3ammThl [1/JH

Exeronno

KoHTpo:b 3a 00HOBIEHUSAMH IPOTPaAaMMHOIO
obecrieyeHus: ¥ eTMHO00pa3Hsl MPUMEHSIEMOT0
10 na Bcex anementax UCIIIn

ExxenenennHo

KonTpo:s 3a obecrieueHueM pe3epBHOTO
KOIUPOBAHUS

Exemecsauno

Opranu3zanus aHajiu3a U epecMoTpa
uMeroImxcs yrpos 6ezonacuoctu [1/1H, a Takxe
Ipe/ICKa3aHue MOSBICHHS HOBBIX, €Ille
HEU3BECTHBIX, YIPO3

Exeronno

HozmepxcaHI/Ie B aKTyaJIbHOM COCTOSIHHNU
HOPMAaTUBHO-OPraHU3allMOHHLIX JOKYMCHTOB

Exemecsauno

Kontpos 3a pa3paboTkoii 1 BHECEHUEM
M3MEHEHUH B IpOrpaMMHOE oOecriedeHue
coOCTBEHHOM pa3paboTku uny mwratHoe [10,
CIeUaTIbHO J1opadaThIiBaeMoe COOCTBEHHBIMU
pa3paboTYNKaMU MIIH CTOPOHHUMH
OpraHru3alsiMu.

Exemecsauno

TectupoBanue peanuzanuu npaBuil GUIbTPAITUU
Ha MO, HacTpoek cucteMsbl 3aiuThel oT HCJI,
CUCTEMBI 3aIIUTHI OT BUPYCOB, CUCTEMBI
oOHapyXeHHS BTOPKCHHUI U aHAJIN3a
3alUIIEHHOCTH

Exemecsauno
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3. TpeboBaHusi no obecnevyeHNo 6€30MNacCHOCTU NepPCOHasrbHbIX
AaHHbIX

BriOpannbie 1 peanu3oBaHHbIE Mepbl Mo oOecmeueHuto Oe3omacHocTH [1/IH mOKHBI

o0ecrieunBaTh HEHTpaIN3aLMIO IPEANOJIAraeMbIX YIpo3 0€30MacCHOCTH MEPCOHAIBHBIX JaHHbIX,
npu ux 00paboTke B MHPOPMALMOHHBIX CHCTEMaX B COCTaBE CHUCTEMBI 3aIIUTHI MEPCOHAIBHBIX
JaHHbIX Opranusanuu.

Cucrema 3alIUThI IEPCOHAIBHBIX TAHHBIX, CTPOUTCS] HA OCHOBAHUM:

e Mogenu yrpo3 0e30MacHOCTH IEPCOHAIbHBIM JAaHHBIM IMpPH HUX 00paboTKe B
MH(POPMAIIMOHHOM cHcTeMe MepCcoHANBHBIX NaHHbIX «CoTpyaauku» JII' MAJIOY
«1COB Ne 5 «ltoliMOBOYKaY,

e Mogenu yrpo3 0€30MaCHOCTH MEPCOHAIbHBIM JaHHBIM MpPH HUX 00paboTKe B
MH(OPMALIMOHHOW CHUCTEME TMEpPCOHANIbHBIX MAaHHbIX «Bocnuranauku» JII'
MAJZIOY «JICOB Ne 5 «/lroitmoBOUYKa;

e TexHUYECKOTO  MPOEKTa  «CUCTEMBbl  3allUThl  [EPCOHAIbHBIX  JAHHBIX
nH(OPMALMOHHBIX cucTeM nepcoHanbHbIX HaHHBIX JIIT MAJIOY «/ICOB Ne 5
«/IroiMOBOYKaY;

e PykoBomsauux nokymeHtoB @CTIOK u ®Ch Poccun.

BriOpannsie HeoOxoaumble Meponpuatus o 3amurte [1J{n oTrpaxkarores B «Onucanuu

cucteMsl 3aiuThl nepcoHanbHbIX JaHHBIX JII' MAZIOY «/ICOB Ne 5 «/lroliMoBOYKa.

3.1. TpeooBanus no odoecneyeHuro 3amutebl B UCII{n «Corpyanuxku» u UCIIAn
«BocnuTaHHUKIW
Ja 3amutel o1 HCJ[ B MCII[H Ha pabouux CTaHIUSAX U CEpBEpax yCTaHABIIMBAETCS

CpeICTBA 3aIIUTH HHPOPMAINH, 00eCTIeYNBAIOIIHE:

Unentudukanuss u ayTeHTHUQUKAUS [OJdb30BaTeneil, SBIAOLMXCA padOTHHKaMU
orepaTopa;

VYnpaieHue HAEHTH(PUKATOpaMH, B TOM YHCIE CO3/laHHE, NPUCBOCHUE, YHUUYTOXKEHUE
UJCHTU(PUKATOPOB;

VYnpaBieHue cpencTBaMM  ayTeHTH(UKALMU, B TOM 4YHCI€ XpaHEHHEe, Bbljlaya,
UHULIHMAIM3alus, OJOKMPOBaHHE CpPEACTB ayTeHTU(UKAUM U TPHHATHE MEp B cilyyae
yTpaThl U (UJIM) KOMIIPOMETALIMU CPEJCTB ayTeHTU(UKALINUN;

3amuTa 0OpaTHOM CBSI3U NMPH BBOJIE ayTEHTHU(PHUKAIMOHHON HH(pOpMAIIH

WNnentndukanuss u ayTeHTHU(UKaLUs IOJIb30BaTeNe, He SBIAIOLIMXCS pPaOOTHUKAMHU
orepaTopa (BHELIHUX 10JIb30BaTENEH);

VYmpasnenue (3aBeieHUE, aKTUBAIUS, OJIOKHPOBAHNE U YHUUTOKEHHE) YUETHBIMU 3aIHCSIMHU
M0JIb30BAaTENEH, B TOM YHCIIe BHEIIHUX MOJIb30BaTeNen

Peanuzanus HEOOXOJUMBIX METOAOB (IMCKPEIMOHHBIN, MaHAATHBIH, POJEBOM MM WHOU
METO/), TUIOB (YTEHHE, 3aIUCh, BHIMOJIHEHUE WM MHOM THII) W MPaBUJI pa3rpaHUUYEHUS
JIOCTYTIa;

VYnpasnenue (GpuibTpanus, MapuUIpyTU3alus, KOHTPOJIb COEIMHEHUH, OJHOHANpaBIeHHAas
nepefaya M HMHbIE CIOCOOBI  ympaBieHHs)) HWHGOPMAIMOHHBIMU IOTOKAMH MEXIy
YCTPOMCTBAMM,  CETMEHTaMH  WHGOPMALIMOHHOM  CHUCTEMBI, a  TaKkKe  MEeXay
MH(OPMAaLIMOHHBIMU CUCTEMAMU;

Paznenenne monHomoumii  (poseid) moib3oBarened, aJAMUHUCTPATOpPOB W JIMIL,
oOecrieunBarOIUX (yHKIIMOHUPOBaAHUE UHPOPMALIMOHHOMN CUCTEMBI,

Ha3naueHne MUHUMaIbHO HEOOXOAMMBIX MpaB M  NPUBWIETUH  MOJIb30BATEIISAM,
aJMUHUCTpaTOpaM W JHIaM, o0ecredyuBaromuM (QyHKIHMOHUpOBaHUE HHGOPMAIIMOHHON
CUCTEMBI;
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— OrpaHudeHue HEYCICUIHBIX IOMBITOK BXOJa B MH(OPMAIIMOHHYIO CHCTEMY (JOCTyma K
WH()OPMAITMOHHOM CHCTEME);

—  Peanuzanus 3aluIneHHOr0 YAaJeHHOTO JOCTyNa CyOBEKTOB AOCTYNA K 00BEKTaM JI0CTyIa
yepe3 BHELTHHE WH(POPMALMOHHO-TEIEKOMMYHUKAITUOHHBIE CETH;

—  VYnopaneHue B3auMoieiicTBreM ¢ HHGOPMAIMOHHBIMU CHCTEMaMU CTOPOHHUX OpraHU3alui
(BHEITHUE MH(GOPMAITMOHHBIC CHCTEMBI);

—  Omnpenenenue coObITH 6€30MaCHOCTH, MOJICKAIINX PETUCTPALIIH, U CPOKOB UX XPAHCHHUS;

— Ormpenenenne cocraBa W cojaepkaHuss HHGOpMAIMM O COOBITUSX OE30MaCHOCTH,
MOJUIeKAIUX PETUCTPALINN;

— COop, 3amuce u XxpaHeHue uHopManuu O COOBITUSAX O€30MacCHOCTH B TEUEHHUE
YCTaHOBJICHHOT'O BPEMEHH XPaHEHUS;

—  3amuTa HHGOPMAINH O COOBITUAX 0€30MaCHOCTH;

— Peanuzanus aHTUBUPYCHOM 3alIUTHI;

— OOnoBneHue 0a3bl JaHHBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTrPaMM (BUPYCOB);

— Opranuzanys KOHTPOJIHMPYEMOH 30HBI, B TMpeaesax KOTOPOH MOCTOSIHHO pPa3MEIIaloTCs
CTallMOHapHbIE TEXHUYECKHUE CpencTBa, oOpabarpiBarolue WHGOPMALMIO, U CPEACTBA
3amUThl HHQOPMAIINH, a TAKXKE CPENICTBA oOecreueHus] PyHKIIMOHUPOBAHMS,

— Koutponp u ynpaenenue (Gu3MYECKUM JOCTYIIOM K TEXHHYECKHM CPEACTBAM, CPElICTBaM
3amuThl  MHGOpMAIUMU, CpelacTBaM o0ecnedeHus (YHKIMOHMPOBAHMS, a TaKXkKe B
NOMEIICHUSI ¥  COOPYXKEHHs, B KOTOPBIX OHHM YCTAHOBJCHBI, HCKIIIOYAIOIINE
HECAHKI[MOHUPOBAHHBIN (PU3MUECKUN TOCTYM K CpeicTBaM 00paboTku MH(OpMAIIHH, Cpejic-
TBaM  3aIIUTHl HMHQOPMAIMM H  CpeAcTBaM  oOecreyeHHus  (yHKIIMOHHPOBAHHUS
MH(OPMALIMOHHON CHUCTEMBI, B IIOMEIICHUS U COOPYKEHHUS, B KOTOPHIX OHU YCTaHOBJICHBI;

— Pa3memenne ycTpoiicTB BbIBOJa (oTOoOpakeHHs) WHPOPMALWHU, HUCKIIOYAIONIee ee
HECAHKIIMOHUPOBAHHBIN TIPOCMOTP;

— KoHTponb ycTaHOBKM OOHOBIIEHHMH NpOrpaMMHOrO oOecreueHHsl, BKIroYasi OOHOBIIEHHE
IIPOrPaMMHOT0 O00OecTIeueHus CPECTB 3aIlUThl HHPOpMaIHH;

— KoHutpons  paboTocnocoOHOCTH,  HapaMeTpoB  HACTPOMKM W MPaBHIBHOCTH
(YHKLIMOHUPOBAHUS MPOrPAMMHOI0 00€CIIeYeHuUs U CPEJICTB 3alUThl HH(pOpMaIiH;

—  KoHTponb cocTaBa TEXHUYECKUX CPEICTB, MPOTPAMMHOTO 00ECIIEYCHHS M CPEJCTB 3aIllUThI
uH(pOopMaLnu;

— OOecrneyeHue 3alIUThl TMEPCOHAIBHBIX JAHHBIX OT PACKpBITHS, MOIU(DUKALUU H
HaBsI3bIBaHUS (BBOJA JIOKHOU MH(pOpMAIMK) IIpU ee nepeaaye (MOAroToBKE K Iepeaaye) mo
KaHaJlaM CBSI3M, MMEIOUIMM BBIXOJ] 3a TIPEAEIbl KOHTPOIUPYEMOW 30HBI, B TOM YHCIE
0ecIpoBOIHBIM KaHaJIaM CBSI3H;

3.2. TpeOoBanusi no opranusanuu odecneyenusi 6ezonaciocru B UCIIIn

Peructpupyemsbie cuctemoii 3amuthl oT HCJL coObITHS O6€3011acHOCTH HAa KOMIIBIOTEPAX U
cepsepax MCII/IH [omKHBI NPOCMATPUBATBCA W AHANU3UPOBATHCS HA HAJIM4YUE HE
CaHKLIMOHUPOBAHHBIX JEHCTBUI aAMHUHUCTPATOPOM O€30MAaCHOCTU 1O PACNUCAHUIO, YKA3AHHOMY
6 nynkme 2.4.

g 3 pexTUBHOMN 3aIIUTHl OT BPEIOHOCHBIX MPOrpaMM M BHUPYCOB Ha KOMITbIOTEpAX U
cepeepax WCII[In mepuommdecku (no pacnucauuio, yKazaHuomy 6 nywkme 2.4) TONKHBI
IIPOBEPSATCS JKypHAJIbl CUCTEMbl aHTUBUPYCHOM 3alIUTHI.

Hns obecrieuenust 3amuthl MCII[H ot yrpo3 6GesomacHoctu [1/ln B Opranuzanuu
HEO00XO0aNMO 00ECIIEYUTh:

® KOHTPOJIb JIOCTyNa MOJb30BaTENIEH K 3alUILAEMBIM pECypcaM B COOTBETCTBUU C
MAaTpHUILIEN JOCTYIIA;
® y4eT BceX 3allMIIAEMbIX HOCHUTENEH HH(POpMALUU € TIOMOLIbIO UX MAPKUPOBKU U
3aHECEHHME YYETHBIX JAHHBIX B JKypH&J ydeTa C OTMETKOW 00 HX BblIaue
(mpueme);
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e (¢usnueckas OXpaHa TEXHUYECKHX CpeICTB HWH(POPMAIMOHHONW CHUCTEMBI
(ycTpoiictTB ¥ Hocuteneil wuHOpMalnMM), NpeAycMaTpUBaOIas KOHTPOJb
JIOCTyTa B MOMELIEHUS TOCTOPOHHHUX JIML], HAJIMYME HAJAEKHBIX MPEIATCTBAN ISt
HECAaHKIIMOHUPOBAHHOT'O IPOHUKHOBEHHSI B IOMEILIEHHS U XPAHUIIUIIE HOCUTENIEH
uH(pOpMAIHH;

® HaJU4Me CPEJICTB BOCCTAHOBIICHHMS] CUCTEMBI 3alIUThl MEPCOHAIBHBIX JTAHHBIX,
MPEAYyCMATPUBAIOIINX BEIECHUE JBYX KONUW NPOrPpaMMHBIX KOMIIOHEHTOB
CpeACTB 3aluThl MH(GOpPMAIMU, WX TEPUOJUUECKOEe OOHOBJIEHHWE W KOHTPOIb
paboTOCIIOCOOHOCTH.

e TIpoIecca KOHTPOJIS 32 METOCTHOCTHIO MPOTPAMMHON M MH(GOPMAITMOHHON YacTH,
HPOLIEAYPbI BOCCTAHOBIICHUS (110 pACNUCAHUIO, YKA3AHHOMY 6 nyHKme 2.4).

3.3. Hopsaaok opranuzamuu nocryna k UCIIIn

Bce nonbzoBatenn HUCII[H nomxubsl umeTrh goctyn k pecypcam MCIIJIH Tonbko B
COOTBETCTBUHU C pa3pelleHUsIMU, YCTaHOBJIEHHbIMM B «Marpuie JocTyna mojb30BaTelel K
pecypcam UCIITn».

Opranmzanus goctyna HOBOTO moJib3oBateneit k pecypcam MCII[In ocymecTBisieTcs
clenyroImuM o0pa3om:

1. CornacoBanme poctyna mnosb3oBatens k pecypcam WCII[Ilm u poGaBnenue
nonb3oBarenss B «CHUCOK JIMI, AOCTYH KOTOPBIX K IEPCOHAJIbHBIM JIaHHBIM,
obpabareiBacmbix B MCII[lH HeoOXomWM Ui BBITIOJHEHHUS CITYKEOHBIX
(TpyIOBBIX) 00sI3aHHOCTENY;

2. Osnakomienue noib3oBarens ¢ «llonoxxenuem 06 oO6paboTke u 3amuthl [1/1H B
Opranuzanuun» 1 UCTpeOOBaHUE C MOJyib3oBarens noanucaHus «CornameHus o
Hepasrinamenuun [11a»;

3. Co3manme y4yeTHOM 3amuCH TMOJIb30BaTeNss M OpraHu3anus JocTyna B
COOTBETCTBUHM C pa3pelleHusMH, 3adUKCUpOBaHHBIMU B «Marpuie aocryna
nosib3oBareneil k pecypcam UCIIIna».

[Ipu HeoOxonuMoOCTH yaaneHus AocTymna nojas3oBatens k pecypcam UCII/IH (B ciydasx
YBOJIBHEHUSI COTPYAHMKA M T.J.) HE0OX0ANMO 3a0J0KHPOBaTh (WM YIAIUTh) YUETHYIO 3aIUCh
M0JIb30BATENS U OTKOPPEKTUPOBaTh «CIUCOK JIUL, JOCTYI KOTOPBIX K NEPCOHAIBHBIM JaHHBIM,
obOpabareiBaembix B HCII[IlH HeoOXoauMm 17 BBIOTHEHHS CIYXEOHBIX (TPYAOBBIX)
00s13aHHOCTEN .

3.4. Tlopsiaok o0padOTKH MHIMIEHTOB 0€30MACHOCTH

[Topsmox o0OpaboTku uHIUAEHTOB Oe3omacHoctu [I/[H omucan B «MHCTpyKIuu 1o
opranuzainuu  pesepBupoBanus U BocctaHoBienuss HWCII[n, o00paboTka WHIMIEHTOB
oe3onacHoctu UCITIH».

3.5. Ilopsiaok BHINOJHEHUS MPOLEeIYP Pe3epPBHOI0 KONNMPOBAHUS

[Topsnok mpouenyp pesepBHoro konupoBanus I[I/[H ommcan B «MHCTpykumu 1o
opranuzanuu pesepBupoBaHuss u BoccraHoBieHus MCIIJIH, o00paboTka HHIUAEHTOB
oesomacaoctu UCITIa».

4. NMNonb3osatenu UCNOH

B Oprammsanmym MOXHO BBIIENINUTH ciaexyromue rpynnsl nons3oBarened MCII/H,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu I1/[n:
e AnMmuHMCTpaTopa 0€30MacHOCTH;
e Omnepatopa APM;
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JlaHHBIE O TPYNIax MOJH30BATENSAX, YPOBHE UX JIOCTYyINA U HHPOPMHUPOBAHHOCTHU JOJKEH
OBITH OTPAKEH B MATPHUIIC JOCTYIIA MoyIb3oBaresnei k pecypcam UCIIIH.

4.1 AAMUHHCTPATOP 0€30MACHOCTH
AnmMuHUCTpaTOp  0€30MacHOCTH, COTpyAHMK OpraHu3anuy, OTBETCTBEHHBIH 3a
¢dbyakuuonupoBanue C3I1/IH, BkiItO4ass 0OCTyXKMBaHHE M HACTPOWKY aIMHUHUCTPATUBHOM,
cepBepHoii U KiMeHTcko komnoneHT UCIT/IH.
AnmuHucTpaTop 6e30macHoCT 001a/1aeT CIEAYIOIIUM YPOBHEM JIOCTYIIA U 3HAHUIL:
e oOnamaet npaBamu Aamunucrpartopa UCII/IH;
e oOmamaet mosHou uHpopmarmeit 06 UCIIdH;
® UMeeT JOCTyN K CpeACTBaM 3alllUuThl MH(QOpPMALMM W TPOTOKOJUPOBAHUS U K
yacTH KiroueBbiX aneMenToB MCII/IH;
e HE MMEET MpaB JOCTyNa K KOHMOUTYPHPOBAHUIO TEXHHUYECKUX CPEJCTB CETH 3a
HCKJIFOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX ).
AnmuHECTpaTOp 06€30MaCHOCTH YIIOJTHOMOYEH:
® peaJu30BBIBATH MOJUTUKU Oe3omacHOCTH B yacTu HacTpoiiku CK3U, mexcereBbix
9KpaHOB W CHUCTEM OOHApyKEHHsI aTaKk, B COOTBETCTBHU C KOTOPHIMHU
nosib3oBarenb (Onepatop APM) monydaer BO3MOXXHOCTh paboTaTh ¢ JIeMEHTaMHU
NCIIH;
® OCYILECTBIATH AyJUT CPEACTB 3aILUTHI;
e YCTaHABJIMBATh JOBEPUTEIIbHbIC OTHOIICHUS CBOEH 3aIMIICHHOW CETH C CEeTAMU
npyrux OpraHuzanuu.

4.2 Onepatop APM
Omneparop APM, corpyauuk OpraHu3anuu, OcCyIlecTBIsoLMi o6padotky I1JIH.
O6pabotka [1/In Bxirodaer: BO3MOXKHOCTH npocMoTpa IIJIH, pyunoit BBox IIJIH B cucremy
WCII[AH, ¢opmupoBaHMEe CHpaBOK M OTYETOB MO uHpopmauuu, nomydeHHoil nz MCII/.

Omnepatop He HWMeEET IMOJHOMOYMN JJIsl YIpaBJICHUS TMOACUCTEMaMH OOpaOOTKH JaHHBIX M
C3I1/1H.

Omnepatop UCII/IH o6aaer ciaeayomuM YpOBHEM IOCTYMA U 3HAHUMN:

e o00najaeT BCeMM HEOOXOAMMBIMM  arpulOyTramMu  (HampuMmep, IaposieM),
00ecneunBaIIUMHU JOCTYIl K HEKOTOpOMY NoAMHOXecTBY [1J1H;
e pacrnoJsaraet KOH(pUICHINATbHBIMH JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

e o0nazaer 4yacTbl0 MHQOpPMAIMM O TEXHMYECKHUX CPEICTBAX MU KOHPUTYpaluu
NCIIx;

e uMeeT (PU3MUECKUIl TOCTYI K TEXHUYECKUM CpelcTBaM 00paboTKH MH(pOpMauu
U CpE/ICTBAM 3alllUThI;

® 3HaeT, 10 MEHbIIEH Mepe, OJJHO JIETATEHOE UMS I0CTYIIA.

5. TpeboBaHus K nepcoHany rno obecrnevyeHnro 6e3onacHoOCTn
NnepCcoHanbHbIX JaHHbIX

Bce corpyanuku Opranusanuu, sistomuecs noiab3oBarenamu MCITIH, 1omKHBI 4eTKO
3HaTh M CTPOTO BBIMOJHATH YCTAHOBICHHBIE TMpaBWa U OOS3aHHOCTH MO JOCTYNy K
3aIIUIIAEMbIM 00BEKTaM B COOTFOJICHUIO IPUHATOTO pekuma Oe3omacHoctu [1/1H.

[Ipu BcTymieHUH B AOKHOCTH HOBOT'O COTPYAHHMKA HEMOCPEIACTBEHHBIN HadaJbHUK
noJpa3iesieHusi, B KOTOPOE€ OH TIIOCTYyNaeT, 00si3aH OpraHu3oBaTh €ro O3HAKOMIIEHHE C
JOJKHOCTHOM ~ WMHCTPYKIMEH UM  HEOOXOAMMBIMH JIOKYMEHTaMH, pPErjIaMEeHTHUPYIOIIUMU
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TpeboBanuss mo 3amure IIJ[H, a Takxke oOyueHHE HaBBIKAM BBIIIOJHEHHUS TPOLEIYD,
HEOOXOIMMBIX JUISI CAHKITMOHUPOBaHHOTO Hcnob3oBanus UCIIJIH.

CoTpynHHMK TO/DKEH OBITh O3HAKOMIJIEH CO CBEICHHMSIMHU TOJOXKEHHUS MO 00paboTke u
o0ecrnieueHn0 0€30MaCHOCTH ePCOHANIBHBIX JaHHBIX, 00padaTeiBaeMbIX B OpraHu3aiyi.

Corpynuuku OpraHuzanuy, HCIOJB3YIOIINE TEXHUYECKUE CPEACTBA ayTEHTH(HKAINY,
JOJKHBI O0ECIeUrBaTh COXPAHHOCTh HJIEHTU(MUKATOPOB (DJICKTPOHHBIX KIIOUEH) U He
nonyckate HCJI x HMM, a Takke BO3MOXHOCTb MX YTEpHU WM MCIIOJIB30BaHMSI TPETbUMU
muuamu.  [lonp3oBarenm  HeCyT  NEPCOHAIBHYIO  OTBETCTBEHHOCTh 332  COXPAHHOCTh
UJACHTH()UKATOPOB.

Corpynnukn OpraHuzanud  JODKHBL  CIIEJOBaTh  YCTAHOBJIEHHBIM — IPOLIEIypaM
nojyiep>kanus pexkuma OesornacHoctd [1/lH mpu BeIOOpE M MCTONB30BaHUU MapoJiell (eciu He
UCIIOJIB3YIOTCSI TEXHUYECKUE CPEICTBA ayTEHTU(DUKALINH).

Corpynuukun  OpraHuzaiiuu  JOJDKHBI  OOecreurMBaTh — HAJICKANIYI0  3aIIUTY
000py/I0BaHus, OCTABIAEMOr0 0e3 MPUCMOTPa, OCOOCHHO B TE€X CiIydasX, KOrja B MOMEIIECHUE
UMEIOT JIOCTYNl TIOCTOPOHHHE JHIa. Bce mMmonmp30BaTeny MOJDKHBI 3HATh TPEOOBAHHS I10
6e3omacHoct [1/lH u mpoueaypsl 3amuThl 000pyAOBaHUSA, OCTABICHHOTO 0€3 MpUCMOTpa, a
TaKXe CBOM 00S3aHHOCTH 110 00ECTIEYCHUIO TAKOW 3aIIUTHI.

CoTpynHuKaM 3ampelaeTcsl yCTaHaBIMBAaTh MOCTOPOHHEE MPOrpaMMHOe obOecredeHue,
MOJKJII0YATh JIMYHbIE MOOMJIBHBIE YCTPOWCTBA M HOCUTENIH MH(OpMAIMK, a TaK)Ke 3aIHChIBATh
Ha HUX 3al[UIIaeMy0 HHPOPMAIHIO.

CotpynHuKaMm, a TaKke OBIBIINM COTPYIHUKAM, 3alPEIAcTCs pasriamaTh 3aluIaeMyro
uH(pOpMalIMI0, KOTOpas CTajla MM HM3BECTHA MpH pabore ¢ MHPOPMAIMOHHBIMH CHCTEMaMHU
Opranuzanuu, TpeTbUM JINLAM.

IIpu pabore c IIJJlu B UCII[Jn corpymuuku OpraHuzanuu o00si3aHbl 00€CIEYHUThH
OTCYTCTBHE BO3MOXHOCTH mpocmorpa [I/[H Tperbumu mnumamu ¢ MOHUTOpOB APM wmmm
TEPMHUHAJIOB.

[Ipn 3aBepmienun pabGotsl ¢ WCIIJIH coTpyaHuku o0si3aHbl 3amiuTuTh APM mnm
TEPMUHAJIBI C TOMOIIbIO OJOKUPOBKHM KIIIOUOM WM SKBHUBAJEHTHOTO CPEJICTBA KOHTPOJI,
HanpuMep, TOCTYIIOM IO MAPOJI0, €CJIM HE UCTIOIb3YIOTCS 00Jiee CHIIbHBIE CPECTBA 3allUTHI.

Cotpynuuku OpraHu3alnuu J0JKHBI OBITh POMH(POPMHUPOBAHEI 00 Yrpo3ax HapyIICHHS
pexuma OesomacHocTH IIJIH ¥ OTBeTCTBEHHOCTH 3a ero HapyuieHue. OHU JIOJKHBI OBITH
O3HAKOMJIEHbI C YTBEPXKACHHOW (QOpMarIbHON NpoLeaypol HAIOXKEHUS JUCLUIUIMHAPHBIX
B3bICKAHUHM Ha COTPYIHUKOB, KOTOpbIE€ HApyIIWINM NPUHATHIE TOJIUTUKY U MPOLETYpHI
oe3onacHoctH [1]1H.

Cotpynuuku o00s3aHbl 0€3 TpoOMemJieHHus cooOIaTh 000 BCEX HAOIIOJAEMBIX WU
noJo3puTenbHbIX cinydasix paborel MCII/IH, koTOpble MOTYT MOBJI€Yb 3a COOOWH Yrpo3bl
6e3omacHoct IIJIH, a Takke O BBIIBJICHHBIX UMM COOBITHSX, 3aTparduBalOlIMX O0€30MacHOCTh
IT/1H, pyKOBOACTBY MOAPA3AEICHUS U JIMIY, OTBEYAIOIIEMY 32 HEMEJUICHHOE PearupoBaHUE Ha
yrpo3sl 6e3omacuoctu [1/]H.

Konrtposar 3a cobuioneHueM, Bblllle ONMCAHHBIX TpeOOBaHMI 1O 3ammTe
NEePCOHAJIBHBIX JAHHBIX COTPyAHHKaMH OpraHu3anuu, BO3J1araercsi Ha OTBETCTBEHHOIO
no 3amute uHpopmauuu B HCII/IH ¥ OTBeTCTBEHHOr0 3a OPraHU3alUI0 00pPadOTKH
NEePCOHAJIBbHBIX JaHHBIX B Opranusanuu.
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6. [lomkHOCTHbIe 06sa3aHHOCTK nonb3oBatenen UCIOH

JlomkHOcTHBIE  00si3aHHOCTM  monb3oBareneid  MCIIJlH  ommcansl B CIEAYIOMIMX
JIOKYMEHTax:
e UHCTpYyKIMs aJMUHUACTpAaTOpa O€30MacHOCTH,
e Uncrpykius nons3osatensd no 3kcrutyarauuu C3U 8 UCI/1H;
e UncTpyknus no opraHuzauuu pesepBupoBaHus u BoccraHoBiieHuss WCIIIH,
o0paboTka uHIMAEeHTOB Oe3onacHocTH [1/1H;
e Uncrpykuus nosub3zoBareneit UCIIH;
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7. OTBeTcTBeHHOCTbL coTpyaHukoB UCIOH OpraHusauumn

B cootBerctBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 Urons
2006 1. Ne 152-®3 «O mepCOHANBHBIX JTaHHBIX» JIMIIA, BAHOBHBIC B HAPYIICHHH TpeOOBaHUM
nanHoro @enepalbHOTO 3aKOHA, HECYT TIPaXKIAHCKYI0, YroOJIOBHYIO, aJIMUHHUCTPATHUBHYIO,
JUCIUIUIMHAPHYIO UM HHYIO MPEIyCMOTPEHHYIO 3aKoHOAaTenbcTBOM Poccuiickoit denepaunu
OTBETCTBEHHOCTb.

JlelicTBytomee 3aKkoHOAATenbCcTBO P® mo3BonsseTr mnpeabsABIATH TPeOOBaHUS IO
obOecrieueHni0 0Oe30mMacHON paboThl ¢ 3ammmaeMold HHPOpPMAIME U MpelIycMaTpUBACT
OTBETCTBEHHOCTh 3a HapylICHHE YCTAHOBJIEHHBIX MpaBui dSkciulyarauuu OBM u cucrewm,
HENPABOMEPHBIH JOCTyNm K HWH(OpPMANWU, €CHM 3TH JCHCTBUS MPHUBEIA K YHUYTOKCHHIO,
OJIOKMPOBAHUIO, MOAU(PHUKAIIMN HHPOPMAIIMH UK HapylIeHuto padboTsl OBM unu ceteit (ctaTbu
272,273 u 274 YK PO).

Anmunuctpatop UCII/IH u anMuHUCTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 32
BCE JICHCTBUSI, COBEPIIICHHBIC OT MMEHM UX YUETHBIX 3alUCEH UM CUCTEMHBIX YUETHBIX 3aIHCeH,
€CJIM He JI0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOTO HCIIOIH30BAHMS YUETHBIX 3aMHUCEH.

[Ipn Hapymenusx corpyaHukamu Opranuzanuu — nosas3zoBateneid MCII/Ix nmpasui,
CBs3aHHBIX ¢ Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO
JIEMCTBYIOLIMM 3aKOHOAaTenbcTBOM Poccuiickoit denepanuu.
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